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Assessment of Millimeter Wave and Terahertz Technology for Detection and
Identification of Concealed Explosives and Weapons

Security threats in the 21st century demand ever more sophisticated detection systems. Airports, train stations,
border crossings, and public venues rely on technologies that can reveal hidden explosives and weapons without
intrusive searches or significant delays. Two front line technologies that have emerged in recent years are

millimeter wave (MMW) imagingand terahertz (THz) spectroscopy. Both exploit electromagnetic waves that fall
between the microwave and infrared portions of the spectrum, offering unique advantages in terms of penetration,
resolution, and material discrimination. This article provides an in depth assessment of how MMW and THz
technologies are applied to the detection and identification of concealed threats, examining their principles,
performance metrics, practical deployments, and future prospects.

1.The Science Behind Millimeter Wave and Terahertz Waves

1.1 Electromagnetic Spectrum Overview

The electromagnetic spectrum spans from low frequency radio waves to high frequency gamma rays. Millimeter
waves occupy the 30 GHz to 300 GHz band (wavelengths 1 mm to 10 mm), while terahertz waves cover 0.1 THz to
10 THz (wavelengths 3 mm to 30 pm). These bands sit between microwaves and infrared, providing a sweet spot
where waves can penetrate clothing and packaging but still interact strongly with many solid materials.

1.2 Interaction with Human Body and Materials

MMW and THz waves are non ionizing, meaning they do not damage biological tissue. Their penetration depth
depends on frequency, humidity, and material composition. In typical security scenarios, MMW can penetrate fabric
and light plastics, revealing hidden objects on a person’s body. THz waves, while having shorter penetration depths,
can distinguish between different chemical bonds, enabling spectroscopic identification of explosives, narcotics,
and other contraband.

1.3 Advantages Over Conventional X Ray Systems

e Safety: No ionizing radiation, making them suitable for use in public spaces and for repeated scans.

¢ Real time imaging: MMW systems can produce live video streams, allowing operators to monitor multiple
passengers simultaneously.

» Material discrimination: THz spectroscopy can identify specific chemical fingerprints, reducing false alarms.

¢ Reduced privacy concerns: MMW images can be processed to show only threat signatures, preserving
human privacy.

2. Millimeter Wave Imaging in Security Applications

2.1 How MMW Scanners Work



MMW scanners generate a beam that sweeps across a passenger’s body. The reflected signals are captured by an
array of detectors, and a computer reconstructs a two dimensional or three dimensional image. The system typically
operates in the 30—90 /GHz range, balancing penetration depth and resolution.

2.2 Performance Metrics

¢ Resolution: Modern MMW scanners achieve sub centimeter resolution, sufficient to detect small weapons or
explosives.

» Detection rate: Studies report detection rates above 90% for common threats, with false positive rates below
5%.

e Throughput: Scanners can process a passenger every 30-60 /seconds, maintaining line flow in busy airports.

2.3 Real World Deployments

Major international airports, including those in the United States, Europe, and the Middle East, have installed MMW
scanners as part of their secondary screening protocols. Military and law enforcement agencies also employ
portable MMW devices for rapid on scene inspections.

2.4 Limitations and Challenges

¢ Limited material discrimination: MMW imaging alone cannot differentiate between a harmless object and a
weapon,; operators rely on visual cues.

e Privacy concerns: Even with privacy preserving algorithms, some users remain uncomfortable with body
imaging.

e Environmental sensitivity: Humidity and temperature can affect signal strength and image clarity.

3. Terahertz Spectroscopy for Chemical Identification

3.1 Principles of THz Spectroscopy

THz waves interact with vibrational and rotational modes of molecules. Each explosive or weapon component has a
unique spectral fingerprint in the THz region. By measuring absorption or reflection across a range of frequencies,
a spectrometer can match the observed spectrum to a database of known signatures.

3.2 Key Advantages

¢ Chemical specificity: THz spectroscopy can detect trace amounts of explosives like TNT, RDX, or PETN.

« Non contact measurement: The probe can scan over surfaces without physical contact, useful for luggage
inspection.

¢ Rapid analysis: Modern THz systems can acquire spectra in milliseconds, enabling real time threat
assessment.

3.3 Typical System Architecture

A typical THz system comprises a source (often a photoconductive antenna or quantum cascade laser), a beam
delivery system (mirrors or lenses), a detector (pyroelectric or bolometric), and a data processing unit. Some
systems integrate a THz camera for imaging, while others focus solely on spectroscopic analysis.

3.4 Deployment Scenarios

e Luggage scanning: THz scanners can be mounted on conveyor belts, analyzing each bag in seconds.

¢ Port and border control; Portable THz devices allow customs officers to inspect cargo containers or vehicles
on site.

« Industrial security: Facilities handling hazardous chemicals can use THz sensors to monitor for accidental
leaks or illicit smuggling.



3.5 Challenges and Mitigation Strategies

¢ Signal attenuation in water: THz waves are absorbed by moisture, so high humidity can degrade performance.
Enclosing the scanning area or using dry air purging can help.

e Limited penetration depth: THz waves typically penetrate only a few millimeters into dense materials.
Combining THz with MMW can provide both surface imaging and chemical analysis.

e Cost and size: High performance THz spectrometers can be expensive and bulky, but advances in
semiconductor sources are driving down both cost and footprint.

4. Hybrid Approaches: Combining Millimeter Wave and Terahertz
Technologies

4.1 Complementary Strengths

MMW offers rapid, high resolution imaging, while THz provides chemical identification. By integrating the two,
security systems can first locate a potential threat using MMW, then confirm its nature with THz spectroscopy. This
two step approach reduces false positives and improves overall detection accuracy.

4.2 Integrated System Architectures

1. Sequential scanning: The passenger passes through an MMW scanner, and any flagged region triggers a
THz probe for confirmation.

2. Concurrent imaging: An array of MMW detectors is coupled with a THz camera, allowing simultaneous
acquisition of visual and spectral data.

3. Software fusion: Machine learning algorithms fuse MMW images and THz spectra to generate a single threat
probability map.

4.3 Case Studies

e Airport X: After integrating a hybrid system, the airport reduced its false alarm rate by 30% while maintaining
a 95% detection rate for explosives.

« Border checkpoint Y: A portable hybrid device allowed customs officers to inspect 200 vehicles per day,
identifying contraband that would have otherwise gone undetected.

5. Regulatory and Safety Considerations

5.1 Compliance with International Standards

Security scanners must meet standards such as ISO 13791 for passenger safety, IEC 60601 2 48r medical
imaging, and FAA 14 CFR Part 121for aviation security. Both MMW and THz devices must demonstrate
non ionizing radiation compliance and minimal health risks.

5.2 Privacy and Ethical Issues

Public acceptance hinges on transparent privacy safeguards. Many MMW systems use privacy preserving
algorithmsthat render the human body invisible while highlighting potential threats. Operators must be trained to
handle sensitive data responsibly.

5.3 Environmental Impact

Unlike X ray systems that consume significant power and produce ionizing radiation, MMW and THz scanners are
energy efficient and environmentally benign. However, proper disposal of electronic components remains essential.

6. Emerging Trends and Future Directions



6.1 Miniaturization and Wearable Sensors

Advances in semiconductor technology are shrinking THz sources and detectors, enabling the development of
wearable scanners for high risk personnel or in vehicle inspection units.

6.2 Artificial Intelligence for Threat Classification

Deep learning models trained on large datasets of MMW images and THz spectra can autonomously classify
threats with high accuracy, reducing operator workload and human error.

6.3 Quantum Terahertz Emitters

Quantum cascade lasers (QCLs) and quantum dot emitters promise higher power, broader bandwidth, and better
spectral resolution, opening new avenues for rapid, high throughput scanning.

6.4 Integration with Cyber Physical Security Networks

Connecting MMW and THz sensors to centralized security dashboards allows real time threat mapping, automated
alerts, and coordinated response across multiple checkpoints.

7. Comparative Summary of Millimeter Wave and Terahertz Technologies



Feature Millimeter Wave Terahertz

Frequency Range 30-300 /GHz 0.1-10 /THz

Penetration Depth Several centimeters into clothing Millimeters into dense materials
Resolution Sub centimeter High (depends on source)
Primary Function Imaging Spectroscopy/chemical ID

Safety Non ionizing Non ionizing

Throughput 30-60 /s per person Milliseconds per spectrum

False Alarm Rate 5-10% Low when combined with imaging

8. Conclusion

Millimeter wave imaging and terahertz spectroscopy together form a powerful, complementary toolkit for the
detection and identification of concealed explosives and weapons. MMW delivers rapid, high resolution images that
flag potential threats, while THz offers the chemical specificity needed to confirm or rule out those threats. Hybrid
systems that fuse both technologies yield higher detection rates, lower false alarms, and improved operational
efficiency. As technology matures—through miniaturization, Al integration, and quantum emitters—these solutions
will become even more accessible, cost effective, and secure. For security agencies worldwide, investing in MMW
and THz capabilities is not just a technological upgrade; it is a strategic necessity for safeguarding public spaces
against evolving threats.
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