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Introduction

In today’s digital era, personal data is the new currency. Every click, every purchase, and every social media 

interaction generates data that can be analyzed, monetized, or misused. In response, the European Union 

introduced the Algemene Verordening Gegevensbescherming (AVG), the Dutch name for the General Data 

Protection Regulation (GDPR), to protect individuals’ privacy rights and give them control over their own

information. Since its enforcement on May 25 2021, the AVG has reshaped how businesses, governments, and

non �profits collect, store, and process personal data across the EU and beyond.

For Dutch organizations, the AVG is not just a legal requirement; it’s a strategic advantage that builds trust with

customers and partners. This comprehensive guide explores the AVG’s core principles, obligations, rights,

enforcement mechanisms, and practical steps for compliance. Whether you’re a data protection officer, a

small �business owner, or an IT professional, understanding the AVG will help you navigate the complex landscape

of data privacy and avoid costly penalties.

What is the Algemene Verordening Gegevensbescherming (AVG)?

The AVG is a regulation that harmonizes data protection laws across all EU member states. It replaces the 1995

Data Protection Directive and introduces a single, binding legal framework that applies to every entity handling

personal data of EU residents. The regulation is structured around three core elements:

•  Data subjects’ rights – individuals gain new, enforceable rights over their data.

•  Data controllers and processors’ obligations – organizations must adopt specific technical, organizational, and 

legal safeguards.

•  Enforcement and penalties – national authorities can impose fines up to 4% of global turnover or €20 /million, 

whichever is higher.

In the Netherlands, the AVG is enforced by the Autoriteit Persoonsgegevens(Dutch Data Protection Authority),

which oversees compliance, handles complaints, and issues guidance to organizations.

Historical Context and Evolution

Before the AVG, the EU’s 1995 Data Protection Directive required member states to adopt national laws. This

fragmented approach led to inconsistencies and loopholes. The GDPR (AVG) was drafted in 2012 to create a

unified framework, reflecting the rapid digital transformation and the global nature of data flows.

Key milestones:

1.  December /2012 – Draft proposal presented.

2.  June /2014 – European Parliament approves the GDPR text.

3.  May /25 /2016 – GDPR becomes legally binding.

4.  May /25 /2021 – GDPR enters full force; national implementation measures take effect.

5.  2023–2024 – Ongoing amendments and clarifications, such as the EU-US Privacy Shield replacement and 

the upcoming Data Governance Act.



These developments illustrate the AVG’s dynamic nature and its responsiveness to emerging privacy challenges.

Key Principles of the AVG

The AVG is built on seven fundamental principles that guide lawful data processing:

•  Lawfulness, Fairness, and Transparency – Data must be processed legally, fairly, and with clear 

communication to the data subject.

•  Purpose Limitation – Data can only be collected for specified, explicit, and legitimate purposes.

•  Data Minimization – Only the data necessary for the stated purpose should be collected.

•  Accuracy – Organizations must keep data up to date and correct inaccuracies promptly.

•  Storage Limitation – Personal data should be retained no longer than necessary.

•  Integrity and Confidentiality – Adequate security measures must protect data against unauthorized access, 

loss, or damage.

•  Accountability – Controllers and processors must demonstrate compliance with all principles.

Core Rights Granted to Individuals

Right to Access

Individuals can request a copy of the personal data an organization holds about them. The response must be

provided in a concise, understandable format, and the request is generally free of charge.

Right to Rectification

Data subjects can demand correction of inaccurate or incomplete information. Organizations must act promptly,

usually within one month.

Right to Erasure (Right to Be Forgotten)

Under certain conditions, individuals can request deletion of their data, such as when the information is no longer

needed or was processed unlawfully.

Right to Restriction of Processing

Data subjects may limit the processing of their data when they contest its accuracy or the legality of the processing.

Right to Data Portability

Individuals can obtain their data in a structured, commonly used format and transfer it to another controller.

Right to Object

Data subjects can object to processing for direct marketing, scientific research, or public interest purposes.

Rights Related to Automated Decision �Making

Individuals have the right to challenge decisions based solely on automated processing, including profiling that

significantly impacts them.

Obligations for Data Controllers and Processors

Data Protection Impact Assessments (DPIA)

When processing poses a high risk to individuals’ rights, a DPIA is mandatory. It evaluates the necessity,

proportionality, and safeguards of the processing activity.

Security Measures



Controllers must implement technical and organizational measures—such as encryption, pseudonymization, and

access controls—to ensure data integrity and confidentiality.

Documentation and Record �Keeping

Organizations must maintain detailed records of processing activities, including purpose, categories of data,

recipients, and retention periods.

Appointment of a Data Protection Officer (DPO)

Entities that process large volumes of sensitive data, or conduct systematic monitoring, must appoint a DPO to

oversee compliance and act as a liaison with the Autoriteit Persoonsgegevens.

Contracts with Processors

Data processors must sign written agreements that specify the scope, purpose, security measures, and

responsibilities of both parties.

Notification of Data Breaches

Within 72 hours of becoming aware of a breach, controllers must notify the relevant supervisory authority and,

where necessary, the affected individuals.

Transfer of Personal Data Outside the EU

Data transfers to third countries require appropriate safeguards, such as Standard Contractual Clauses (SCCs),

Binding Corporate Rules (BCRs), or adequacy decisions.

Consent and Lawful Basis for Processing

The AVG recognizes six lawful bases for processing personal data. Consent is one of them, but not the only option.

The other bases include:

•  Contractual necessity – Processing is essential for a contract.

•  Legal obligation – Required by law.

•  Vital interests – Protecting life or health.

•  Public task – Performing a public function.

•  Legitimate interests – Balancing the controller’s interests against data subjects’ rights.

When consent is used, it must be:

•  Freely given, specific, informed, and unambiguous.

•  Documented and easily revocable.

•  Obtained separately from other agreements (opt �in).

Data Breach Notification Requirements

What Constitutes a Data Breach?

A data breach occurs when personal data is inadvertently or unlawfully accessed, disclosed, altered, or destroyed.

The AVG requires a risk assessment to determine if the breach poses a threat to individuals’ rights and freedoms.

Notification Procedure

1.  Identify – Confirm the breach and assess its impact.

2.  Document – Record all relevant details: type of data, number of individuals, potential consequences.

3.  Notify – Report to the Autoriteit Persoonsgegevens within 72 hours.



4.  Inform Individuals – If the breach is likely to result in high risk, inform affected people promptly.

5.  Mitigate – Implement measures to prevent recurrence.

International Data Transfers Under the AVG

Data can be transferred outside the EU only if the destination country provides an adequate level of protection, or if

specific safeguards are in place. Common mechanisms include:

•  Standard Contractual Clauses (SCCs) – Pre �approved clauses that bind the recipient to GDPR �level protection.

•  Binding Corporate Rules (BCRs) – Internal policies for multinational groups.

•  Privacy Shield (now replaced) – Former framework for US transfers; now replaced by new agreements.

•  Derogations – Specific circumstances such as explicit consent or vital interests.

Organizations must assess each transfer individually and maintain documentation to demonstrate compliance.

Enforcement and Penalties

The AVG empowers supervisory authorities to investigate, audit, and sanction non �compliant entities. Penalties can

be significant:
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